PERSONAL DATA PRIVACY POLICY
of the Website Users
(hereinafter referred to as the "Policy”)

1. General Provisions

1.1. This Personal Data Privacy Policy of the Website Users (hereinafter
referred to as the "Policy") has been developed in compliance with the requirements
of Article 18.1 of Federal Law No. 152-FZ dated July 27, 2006 "On Personal Data,"
as well as other regulatory legal acts of the Russian Federation in the field of
personal data protection and processing.

1.2. The NATIONAL ASSOCIATION OF EXPERTS IN RARE
DISEASES (INN: 9726017459, OGRN: 1227700431551, address: 117556,
Moscow, intramunicipal territory Nagorny Municipal District, Chongarsky Blvd.,
bld. 1, bldg. 2, floor/premise 1/61, room/office 3/3, hereinafter referred to as the
"Operator") ensures the protection of processed personal data from unauthorized

access, disclosure, unlawful use, or loss in accordance with the requirements of
Federal Law No. 152-FZ dated July 27, 2006 "On Personal Data."

1.3. This Policy is a publicly available document that applies exclusively to
the website located at the following Internet address: https://orphan-cis.net/
(hereinafter referred to as the "Website").

1.4. The Policy does not apply to third-party websites that may be accessed
by the personal data subject through the Website.

1.5. The Policy establishes mandatory general requirements and rules for the
Operator's employees involved in the processing of personal data regarding their
work with all types of information media containing personal data of the personal
data subjects who use the Website.

1.6. The Policy does not apply to issues of ensuring the security of personal
data classified as information constituting state secrets of the Russian Federation.

1.7. The terms defined in Article 3 of the Federal Law "On Personal Data" are
used in this Policy with the same meaning.

1.8. The following terms are also used in this Policy:

- Personal Data Subject, User / Website Visitor — any person who visits the
Website and uses the information, materials, and services of the Website.



- Website — a set of software and hardware for computers that ensures the
publication of information and data for public viewing, united by a common
purpose, by means of technical means used for communication between computers
on the Internet.

- Confidentiality of Personal Data — a mandatory requirement for the
Operator or any other person who gains access to personal data not to disclose
personal data to third parties or distribute personal data without the consent of the
personal data subject or without another legal basis provided for by federal law.

- Head — the sole executive body of the Operator.

1.9. Main Rights and Obligations of the Operator
1.9.1. The Operator has the right:

- to independently determine the composition and list of measures necessary
and sufficient to ensure the fulfillment of obligations provided for by Federal Law
"On Personal Data" and the regulatory legal acts adopted in accordance therewith,
unless otherwise provided by this law or other federal laws;

- to entrust the processing of personal data to another person with the consent
of the personal data subject, unless otherwise provided by federal law, on the basis
of a contract concluded with such person. The person processing personal data on
behalf of the Operator shall be obliged to comply with the principles and rules of
personal data processing provided for by Federal Law "On Personal Data," maintain
the confidentiality of personal data, and take the necessary measures aimed at
ensuring the fulfillment of obligations provided for by the said law;

- to receive from the User accurate information and/or documents containing
personal data for the processing purposes specified in clause 2.3 of this Policy;

- in the event that the User withdraws consent to the processing of personal
data or submits a request to terminate the processing of personal data, the Operator
shall have the right to continue processing personal data without the consent of the
personal data subject only if there are grounds specified in Federal Law "On Personal
Data."

1.9.2. The Operator shall be obliged:

- to organize the processing of personal data exclusively for the purposes
specified in clause 2.3 of this Policy, in accordance with the procedure established
by the current legislation of the Russian Federation;

- to provide the User, upon request, with information relating to the processing
of his/her personal data;

- to respond to inquiries and requests from the User and his/her legal
representative in accordance with the requirements of Federal Law "On Personal
Data";



- to report to the authorized body for the protection of the rights of personal
data subjects, upon its request, the necessary information within the time limits
established by law;

- to take legal, organizational, and technical measures to protect personal data
from unlawful or accidental access, destruction, alteration, blocking, copying,
provision, distribution of personal data, as well as from other unlawful actions in
relation to personal data;

- to stop the transfer (distribution, provision, access) of personal data, stop
processing, and destroy personal data in accordance with the procedure and cases
provided for by Federal Law "On Personal Data";

- to fulfill other obligations provided for by Federal Law "On Personal Data."

1.10. Main Rights and Obligations of the User
1.10.1. The User has the right:

- to receive information relating to the processing of his/her personal data,
including information about the Operator, confirmation of the fact of processing, as
well as the right to access his/her personal data, except in cases provided for by the
legislation of the Russian Federation;

- to require the Operator to clarify, block, or destroy his/her personal data if
the personal data are incomplete, outdated, inaccurate, illegally obtained, or not
necessary for the stated purpose of processing, as well as to take measures provided
by law to protect his/her rights;

- to withdraw consent to the processing of personal data, as well as to submit
a request to terminate the processing of personal data;

- to appeal to the authorized body for the protection of the rights of personal
data subjects or in court the actions or inaction of the Operator if the User believes
that the Operator is processing his/her personal data in violation of the requirements
of Federal Law No. 152-FZ dated July 27, 2006 "On Personal Data" or is otherwise
violating his/her rights and freedoms;

- to exercise other rights provided for by the legislation of the Russian
Federation.

1.10.2. The User shall be obliged:

- to ensure the accuracy of the personal data provided to the Operator,
necessary for the processing purposes specified in clause 2.3 of this Policy;

- to inform the Operator of any updates (renewals, changes) to his/her personal
data.

1.11. Liability for violation of the requirements of the legislation of the
Russian Federation and the Operator's regulations in the field of personal data
processing and protection shall be determined in accordance with the legislation of
the Russian Federation.



2. Purposes and Legal Grounds for the Processing of Personal Data

2.1. The processing of personal data shall be limited to the achievement of
specific, predetermined, and lawful purposes. The processing of personal data
incompatible with the purposes of their collection shall not be permitted.

2.2. Only personal data that meet the purposes of their processing shall be
processed.

2.3. The Operator shall process personal data on the Website for the following
purposes:

- establishing feedback on the Operator's Website, as well as providing
customer and technical support;

- promoting goods, works, and services on the market;

- sending advertising information to the subject (including in the form of
advertising and other informational newsletters);

- collecting and analyzing statistical data to improve the operation of the
Operator's Website.

2.4. Regulatory legal acts in execution of which and in accordance with which
the Operator processes personal data:

- The Constitution of the Russian Federation;

- The Civil Code of the Russian Federation;

- Federal Law No. 149-FZ dated July 27, 2006 "On Information, Information
Technologies, and the Protection of Information";

- Federal Law No. 152-FZ dated July 27, 2006 "On Personal Data";

- Federal Law No. 294-FZ dated December 26, 2008 "On the Protection of the
Rights of Legal Entities and Individual Entrepreneurs in the Exercise of State
Control (Supervision) and Municipal Control";

- Decree of the President of the Russian Federation No. 188 dated March 6,
1997 "On Approval of the List of Confidential Information";

- Resolution of the Government of the Russian Federation No. 1119 dated
November 1, 2012 "On Approval of the Requirements for the Protection of Personal
Data in the Course of Their Processing in Personal Data Information Systems";

- Order of the FSTEC of Russia No. 21 dated February 18,2013 "On Approval
of the Composition and Content of Organizational and Technical Measures to Ensure
the Security of Personal Data in the Course of Their Processing in Personal Data
Information Systems";

- other regulatory legal acts regulating relations related to the Operator's
activities.



2.5. The legal basis for the processing of personal data is also:

- the processing of personal data is carried out with the consent of the personal
data subject to the processing of his/her personal data;

- the processing of personal data is necessary to achieve the purposes provided
for by an international treaty of the Russian Federation or by law, to exercise and
perform the functions, powers, and duties assigned to the Operator by the legislation
of the Russian Federation;

- the processing of personal data is necessary for the performance of a contract
to which the personal data subject is a party or a beneficiary or guarantor, as well as
for the conclusion of a contract on the initiative of the personal data subject or a
contract under which the personal data subject will be a beneficiary or guarantor.
The contract concluded with the personal data subject shall not contain provisions
that restrict the rights and freedoms of the personal data subject, establish cases of
processing of personal data of minors, unless otherwise provided by the legislation
of the Russian Federation, as well as provisions that allow the inaction of the
personal data subject as a condition for concluding a contract;

- the processing of personal data is necessary for the exercise of the rights and
legitimate interests of the Operator or third parties.

3. Scope and Categories of Personal Data Processed, Categories of
Personal Data Subjects

3.1. The content and scope of the processed personal data must correspond to
the stated purposes of processing provided for in Section 2 of this Policy. The
processed personal data shall not be excessive in relation to the stated purposes of
their processing.

3.2. The Operator may process personal data of the following categories of
personal data subjects:

3.2.1. Website Visitors — for the purpose of establishing feedback on the
Operator's Website, as well as providing customer and technical support:

- last name, first name, patronymic;
- email address;

- position;

- place of work;

- phone number.

3.2.2. Clients, Counterparties, Website Visitors — for the purpose of
promoting goods, works, and services on the market:



- last name, first name, patronymic;
- email address;
- phone number.

3.2.3. Website Visitors — for the purpose of collecting and analyzing
statistical data to improve the operation of the Operator's Website:

- last name, first name, patronymic;

- email address;

- phone number;

- data collected by means of metric programs.

3.2.4. Website Visitors, Newsletter Recipients — for the purpose of sending
advertising information to the subject (including in the form of advertising and other
informational newsletters):

- last name, first name, patronymic;
- email address;
- phone number.

3.3. The Operator does not process biometric personal data (information that
characterizes the physiological and biological characteristics of a person, on the
basis of which his/her identity can be established), nor special categories of personal
data concerning race, nationality, political views, religious or philosophical beliefs,
health status, or intimate life.

3.4. All personal data shall be obtained from the User directly. If consent to
the processing of personal data is obtained from the User's representative, his/her
authority must be confirmed in the manner prescribed by law.

4. Procedure and Conditions for the Processing of Personal Data

4.1. The Operator processes personal data in accordance with the requirements
of the legislation of the Russian Federation by the following methods:

- non-automated processing of personal data;

- automated processing of personal data with or without the transfer of the
obtained information via information and telecommunication networks;

- mixed processing of personal data.

4.2. List of actions performed by the Operator with the personal data of
personal data subjects for the purposes specified in clause 2.3 of this Policy:



- collection;

- recording;

- systematization;

- accumulation;

- storage;

- clarification (updating, changing);
- extraction;

- use;

- transfer (provision, access);
- blocking;

- deletion;

- destruction.

4.3. The processing of personal data is carried out by the Operator with the
consent of the personal data subjects to the processing of their personal data, as well
as without such consent in cases provided for by the legislation of the Russian
Federation.

4.4. Access to personal data is granted only to those employees of the Operator
whose official duties involve the processing of personal data. The list of such
employees is determined by the local regulatory acts of the Operator and approved
by the order of the Head of the Operator.

4.5. The Operator carries out the dissemination of personal data that the User
has permitted for dissemination, i.e., actions aimed at disclosing them to an
indefinite circle of persons, in compliance with the requirements, prohibitions, and
conditions established by Part 9 of Article 9 and Article 10.1 of the Federal Law "On
Personal Data." Disclosure to third parties and dissemination of personal data
without the User's consent shall not be permitted, unless otherwise provided by
federal law. Consent to the processing of personal data permitted by the User for
dissemination shall be executed separately from the User's other consents to the
processing of his/her personal data. The requirements for the content of consent to
the processing of personal data permitted by the personal data subject for
dissemination are approved by Order of Roskomnadzor No. 18 dated February 24,
2021 "On Approval of the Requirements for the Content of Consent to the
Processing of Personal Data Permitted by the Personal Data Subject for
Dissemination."

4.6. The transfer of personal data to state authorities, local self-government
bodies, and other authorized bodies shall be carried out in the course of fulfilling the
requirements of the legislation of the Russian Federation, as well as subject to the
mandatory verification of the legality and validity of such a request.



4.7. The Operator guarantees the confidentiality of the personal data received
from the User. When processing personal data, the Operator takes the necessary
legal, organizational, and technical measures or ensures their adoption to protect
personal data from unlawful or accidental access, destruction, alteration, blocking,
copying, provision, distribution of personal data, as well as from other unlawful
actions in relation to personal data.

4.7.1. Personal data security is ensured by the following means:

- identifying threats to the security of personal data during their processing in
personal data information systems;

- applying organizational and technical measures to ensure the security of
personal data during their processing in personal data information systems,
necessary to fulfill the requirements for the protection of personal data;

- applying information security means that have undergone the conformity
assessment procedure in accordance with the established procedure;

- adopting local regulatory acts and other documents regulating relations in
the field of processing and protection of personal data;

- appointing a person responsible for organizing the processing of personal
data;

- assessing the effectiveness of the measures taken to ensure the security of
personal data;

- keeping records of machine-based personal data media;

- detecting facts of unauthorized access to personal data and taking
appropriate measures;

- restoring personal data that has been modified or destroyed due to
unauthorized access;

- establishing access rules for personal data processed in the personal data
information system, as well as ensuring the registration and recording of all actions
performed with personal data in the personal data information system;

- exercising constant control over the measures taken and the level of security
of personal data information systems;

- training the Operator's employees directly involved in the processing of
personal data on the provisions of the legislation of the Russian Federation.

4.8. The Operator stores personal data in a form that allows the identification
of the personal data subject for no longer than required by each purpose of
processing, unless the storage period is established by federal law or a contract.

4.8.1. If documents containing personal data arising from the Operator's
activities become archival documents, their storage period may be determined in
accordance with Order of the Federal Archives No. 236 dated December 20, 2019
"On Approval of the List of Standard Archival Documents Generated in the Course
of the Activities of State Bodies, Local Self-Government Bodies, and Organizations,
Indicating Their Retention Periods."



4.8.2. The retention period for personal data processed in personal data
information systems corresponds to the retention period for personal data on paper
media.

4.9. The processing period for personal data is determined by the achievement
of the purposes for which they were collected, unless a different period is provided
for by a contract or agreement with the User, as well as by current legislation.

4.9.1. The conditions for termination of processing of personal data may
include: achievement of the purposes of processing, loss of necessity to achieve
these purposes, expiration of the consent period or withdrawal of consent to the
processing of personal data (unless there are other grounds for processing provided
by law), detection of unlawful processing of personal data, as well as termination of
the Operator's activities.

4.10. When the User contacts the Operator with a request to terminate the
processing of personal data, the processing shall cease within no more than ten
working days from the date the Operator receives the relevant request, except in
cases provided for by law. This period may be extended, but for no more than five
working days. To do this, the Operator must send the User a reasoned notification
stating the reasons for the extension.

4.11. When collecting personal data via the Internet information and
telecommunication network, the Operator ensures the recording, systematization,
accumulation, storage, clarification (updating, changing), and extraction of personal
data of citizens of the Russian Federation using databases located on the territory of
the Russian Federation, except for the cases specified in the Federal Law "On
Personal Data."

4.12. The Operator ensures the confidentiality and security of personal data
during their processing in accordance with the requirements of the Operator's local
regulatory acts and the requirements of current legislation.

4.13. The User has the right to refuse to receive the newsletter by sending a
written request to the Operator at the email address specified in clause 6.3 of this
Policy, requesting to stop processing his/her personal data in this way. From the
moment the Operator receives such a request, the User's personal data shall be
immediately excluded from the mailing list.

4.14. Cross-border transfer of personal data is not carried out by the Operator.
4.15. To analyze User behavior on the Website, improve its performance and

content, as well as for ad targeting, the Website uses metric programs (web analytics
services).



4.15.1. By using the Website, the User agrees to the automated processing of
data transmitted by his/her browser using these programs, including: IP address,
cookie data, browser information, technical specifications of hardware and software,
date and time of access, addresses of requested pages, and other similar information.

4.15.2. The following metric programs are used on the Website:

- Yandex.Metrica. Data processing is carried out in accordance with the
Privacy Policy of Yandex LLC: https://yandex.ru/legal/confidential/.

4.15.3. Through metric programs, aggregated statistical information is
collected that does not identify a specific User and is not used to establish his/her
identity. The data obtained is intended to provide information on how Users interact
with the Website and helps the Operator improve its functionality and content.

4.15.4. The User may prohibit the collection of data by metric programs by
disabling cookies in his/her browser settings or by using special software to block
them.

4.15.5. Disabling the use of metric programs may result in a deterioration in
the quality of the Website's operation and limit the availability of some of its
functions.

4.16. The Operator transfers personal data to the following third parties:

- Yandex LLC, INN: 7736207543; Address: 119021, Moscow, st. Leo Tolstoy,
16; Purpose of data transfer: collection and analysis of statistical data to improve the
performance of the Operator's Website.

- TIMEWEB.CLOUD LLC, INN: 7810945525; Address: 420500, Republic
of Tatarstan (Tatarstan), Verkhneuslonsky Municipal District, Innopolis Urban
Settlement, Innopolis, Universitetskaya St., 7, office 605; Purpose of data transfer:
provision of hosting services.

4.17. Persons processing Users' personal data on behalf of the Operator are

obliged to comply with the principles and rules of processing personal data provided
for by the legislation of the Russian Federation.

5. Updating, Correction, Deletion, and Destruction of Personal Data,
Responses to Data Subjects' Requests for Access to Personal Data

5.1. Procedure for Granting Access to Personal Data upon Request



5.1.1. The information provided for in Part 7 of Article 14 of the Federal Law
"On Personal Data" shall be provided to the User within ten working days from the
date the Operator receives the request. This period may be extended for no more
than five working days, provided that a reasoned notification is sent to the User.

5.1.2. The Operator shall provide the requested information to the User or
his/her representative in the form in which the relevant application or request was
submitted, unless otherwise specified in the application or request itself. If the
application (request) does not contain all the necessary information in accordance
with Part 3 of Article 14 of the Federal Law "On Personal Data," or the personal data
subject does not have the right of access to the requested information, a reasoned
refusal shall be sent to him/her.

5.1.3. The User's right to access his/her personal data may be limited in
accordance with Part 8 of Article 14 of the Federal Law "On Personal Data,"
including if access to his/her personal data violates the rights and legitimate interests
of third parties.

5.2. Procedure for Updating and Correcting Personal Data

5.2.1. If inaccurate personal data is identified upon a request from the User or
his/her representative, or upon their request, or upon request from the authorized
body for the protection of the rights of personal data subjects, the Operator shall
block the personal data relating to that User from the moment of such request or
receipt of the said request for the period of verification, unless blocking the personal
data violates the rights and legitimate interests of the User or third parties.

5.2.2. If the fact of inaccuracy of personal data is confirmed, the Operator, on
the basis of information provided by the User or his/her representative, or by the
authorized body for the protection of the rights of personal data subjects, or other
necessary documents, shall update the personal data within seven working days from
the date of submission of such information and shall lift the blocking of the personal
data.

5.3. Procedure for Terminating Unlawful Processing of Personal Data

5.3.1. If unlawful processing of personal data is identified upon a request
(inquiry) from the User or his/her representative, or from the authorized body for the
protection of the rights of personal data subjects, the Operator shall block the
unlawfully processed personal data relating to that User from the moment of such
request or receipt of the inquiry for the period of verification.

5.3.2. If the fact of unlawful processing of personal data is confirmed, the
Operator shall, within no more than three working days from the date of such



identification, terminate the unlawful processing of personal data or ensure its
termination.

5.4. Deletion of personal data from the Website shall be carried out on the
basis of a written request from the User (or his/her representative) or the authorized
body for the protection of the rights of personal data subjects, including in the form
of an electronic document signed with an electronic signature in accordance with the
legislation of the Russian Federation.

5.5. Procedure for Destruction of Personal Data by the Operator

5.5.1. The Operator shall destroy personal data in the following cases and
within the established timeframes:

- upon achievement of the purpose of processing or loss of necessity to achieve
it — within thirty days;

- upon request of the User (or his/her representative) upon providing
confirmation that the personal data were obtained unlawfully or are not necessary
for the stated purpose of processing — within seven working days;

- upon withdrawal by the User of consent to the processing of his/her personal
data, if their retention for the purpose of processing is no longer required — within
thirty days;

- upon expiration of the retention periods for documents containing personal
data — within thirty days.

5.5.2. Upon achievement of the purpose of processing personal data, as well
as in the event of withdrawal of consent to the processing of personal data by the
User, they are subject to destruction, unless otherwise provided for by a contract or
other agreement with the User, or unless the Operator is entitled to process without
the User's consent on the grounds provided for by the Federal Law "On Personal
Data" or other federal laws.

5.5.3. Destruction of personal data shall be carried out by a commission
established by order of the Head of the Operator.

5.5.4. Methods for destroying personal data are established in the Operator's
local regulatory acts.

6. Final Provisions

6.1. This Policy was approved by Order of the Head of the Operator No. 2-C
dated May 15, 2026, and is valid indefinitely until a new version of the Policy enters
into force.



6.2. In the event of changes to the legislation of the Russian Federation in the
field of personal data protection, the Operator shall adopt a new version of the Policy
taking into account such changes. Prior to that, this Policy shall remain in effect to
the extent that it does not contradict the current legislation of the Russian Federation.

6.3. The following contact details may be used for communication with the
Operator:

- Phone: +7 926 840-02-03

- E-mail: y.stuk@naerez.ru

- Postal address: 117556, Moscow, Nagorny Municipal District,
Chongarsky Blvd., bld. 1, bldg. 2, floor/premise 1/61, room 5/13

/E.V. Nazarova




